945

Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.32, NO.5, Oct. 2022 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2022.32.5.945

SA SN S b 48 BF A

ey" des?ol g
'o|ZRzHeo|d (AIR]), *AZEHA (MUTY), SstEtistn (1)

Method of Similarity Hash-Based Malware Family Classification*

Yun-jeong Kim," Moon-sun Kim,2 Man-hee Lee®
lgloo Corporation (Employee), Softverse (Principal researcher),
3Hannam University (Professor)

ohd 4o Ao et s AR, o  AE SMEER 0.01%e 3heleh. oleia Al E3
A3l ST §9 2R Bh DAY, A QATES S Wk el sels Al 3ol Basiol
B kel IEE AL APl WAL Gk o] BAE HAsh] A B =S A A4S A
o= 83 dole) A 34 glo] etyEe) e Akgeh, ol e opgEES] Ay

(

o8
_}(_‘ o
fu e
i Lo
e
_1;?, ﬂ;
oL
[0

E5 Hopell 9] &4+ BIG-15 Hl°]

e =
ey 3‘4327119] ot 9dS 100% A==

=
ARE vlelo 7 XGBoost RdS fil’%

EJ
4% -
o
&l
[ o

3
ElAE A W7} At 98.9%¢) A
Paieh o Ash BAG A 4 2 Py B Ageh el A4 A7Eurt S5ich Weby A
ke S AHgal urh TEHQ SYIE BRI} S A e,

ABSTRACT

Billions of malicious codes are detected every year, of which only 0.01% are new types of malware. In this situation, an
effective malware type classification tool is needed, but previous studies have limitations in quickly analyzing a large amount
of malicious code because it requires a complex and massive amount of data pre-processing. To solve this problem, this
paper proposes a method to classify the types of malicious code based on the similarity hash without complex data
preprocessing. This approach trains the XGBoost model based on the similarity hash information of the malware. To
evaluate this approach, we used the BIG-15 dataset, which is widely used in the field of malware classification. As a result,
the malicious code was classified with an accuracy of 98.9% also, identified 3,432 benign files with 100% accuracy. This
result is superior to most recent studies using complex preprocessing and deep learning models. Therefore, it is expected that
more efficient malware classification is possible using the proposed approach.
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LSH
keys function buckets values
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Fig. 1. Example of LSH algorithm
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Fig. 2. Example of generating a TLSH hash
digest
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Fig. 3. Example of TLSH feature vector
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Fig. 4. Confusion matrix of TLSH-based
malware family classification method
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